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SDUSD DISTRICT SPECIFICATIONS – 08/01/2011 

SECTION 272123 – DATA COMMUNICATIONS SWITCHES 
 

PART 1 - GENERAL 

1.1 RELATED DOCUMENTS 

A. Drawings and general provisions of the Contract, including General and Supplementary 

Conditions and Division 01, 26, and 28 Specification Sections, apply to this Section. 

B. Related Sections include the following: 

1. Section 270500 - Common Work Results for Communication. 

2. Section 270526 - Grounding and Bonding for Communication Systems. 

3. Section 271116 - Communications Cabling, Racks, Frames, and Enclosures. 

4. Section 271300 - Communications Backbone Cabling. 

5. Section 271523 - Communications Copper Horizontal Cabling - Interior. 

6. Section 272133 - Data Communications Wireless Access Points. 

1.2 SUMMARY 

A. This specification describes the design, installation, testing, and documentation of switches and 

all related necessary hardware components for District’s local area networks (LANs). 

B. This specification provides product performance requirements, general design considerations, 

and installation guidelines. 

C. The Contractor will be required to furnish all labor, supervision, tooling, miscellaneous 

mounting hardware, and consumables for all systems installed.  In addition, the Contractor shall 

provide network design services for individual schools to achieve LAN connectivity for all 

classrooms, computer laboratories, libraries, administration areas, instructional areas and work 

areas, as specified. 

1.3 DEFINITIONS 

A. Definitions: 

1. The Classroom Distribution Frame (CDF):  Wall-mounted cabinet that serves as the 

termination point for CAT 5e cabling within each classroom and houses the Edge Switch. 

2. The Classroom Distribution Frame 2 (CDF2):  Wall-mounted cabinet that serves as the 

termination point for CAT 5e cabling within a classroom and an adjacent classroom, and 

houses the Edge Switch. 

3. The Building Distribution Frame (BDF):  Located between MDF and the CDFs, and 

provides a network access point for the network cable plant and houses any Building 

Switches. 

4. The Intermediate Distribution Frame (IDF): Located between the MDF and the end user 

devices. May also be specific for housing Wireless equipment. 
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5. The Main Distribution Frame (MDF):  The room or structure that serves as the network 

entry point that houses the router and CS that provides network connectivity to the 

District Wide Area Network and the school campus LAN. 

6. The Edge Switch (ES) is the end point that provides network connectivity to the 

classrooms, libraries and computer labs.  The ES also serves as the network termination 

point for the cabling within each CDF. 

7. The Core Switch (CS) is the network nucleus point of any school campus.  The Core 

Switch will be a layer 3 network device, as it serves as the central point for LAN network 

connectivity to the router and all CDFs and BDFs and proves network termination. 

B. ACRONYMS: 

1. ANSI  -  American National Standards Institute. 

2. ARP  -  Address Resolution Protocol. 

3. AUI  -  Attachment Unit Interface. 

4. BICSI  - Building Industry Consulting Services, International. 

5. BOOTP - Bootstrap Protocol. 

6. BDF  - Building Distribution Frame. 

7. CMAS  - California Multiple Award Schedule. 

8. CAT 5E - Category 5E. 

9. CDF  - Classroom Distribution Frame. 

10. CS   - Core Switch. 

11. DHCP  - Dynamic Host Configuration Protocol. 

12. DVMRP - Distance-Vector Multicast Routing Protocol. 

13. DWAN  - District’s Wide Area Network. 

14. EIA  - Electronic Industries Alliance. 

15. ESM or ES - Edge Switch-Managed. 

16. ESU  - Edge Switch-Unmanaged. 

17. FEP  - Fluorinated Ethylene Propylene. 

18. HVAC  - Heating, Ventilation, and Air Conditioning. 

19. ICMP  - Internet Control and Message Protocol. 

20. IDE  - Integrated Drive Electronics. 

21. IDF   - Intermediate Distribution Frame. 

22. IEEE  - Institute of Electrical and Electronic Engineers. 

23. IP   - Internet Protocol. 

24. IPX   - Internetwork Packet Exchange. 

25. ISA   - Industry Standard Architecture. 

26. ISDN  - Integrated Services Digital Network. 

27. ISM  - Intermediate Switch-Managed. 

28. ISP   - Internet Service Provider. 

29. LAN  - Local Area Network. 

30. LIU  - Light Interconnection Unit. 

31. MAC  - Media Access Control. 

32. MDF  - Main Distribution Frame. 

33. MDF-BBS - Main Distribution Frame Backbone Switch. 

34. MPOP  - Main Point of Presence. 

35. NEC  - National Electrical Code. 

36. NTP  - Network Time Protocol. 

37. OFNR  - Optical Fiber Non-Conductive Riser. 

38. OTDR  - Optical Time Domain Reflectometer. 

39. PCI   - Peripheral Component Interconnect. 
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40. PCMCIA - Personal Computer Memory Card International Association. 

41. PIM  - Protocol-Independent Multicast. 

42. PRI   - Primary Rate ISDN. 

43. PPF  - Patch Panel Facility. 

44. RMON  - Remote Network Monitoring. 

45. RMON2 - Remote Network Monitoring Version 2. 

46. SCSI  - Small Computer System Interface. 

47. SNA  - Systems Network Architecture. 

48. SNMP  - Simple Network Management Protocol. 

49. TIA  - Telecommunications Industry Association. 

50. TCP  - Transmission Control Protocol. 

51. UL   - Underwriters Laboratories Inc. 

52. UPS  - Uninterruptible Power Supply. 

53. UTP  - Unshielded Twisted Pair. 

54. VLAN  - Virtual Local Area Network. 

55. WAN  - Wide Area Network. 

56. WEP  - Wired Equivalent Privacy. 

1.4 CODES, STANDARDS AND REFERENCES 

A. ANSI/NFPA 70: National Electric Code (NEC), with California Amendments (CEC). 

B. ANSI/IEEE 802:  A set of network standards developed by the IEEE. 

C. ANSI/IEEE 802.1p:  LAN Layer 2, QoS/CoS Protocol for Traffic Prioritization. 

D. ANSI/IEEE 802.1q:  Standard for providing VLAN identification and quality of service (QoS) 

levels. 

E. ANSI/IEEE 802.3:  Local Area Network (LAN) protocols.  Ethernet Standard, defining the 

MAC layer for bus networks that use CSMA/CD. 

F. ANSI/EIA/TIA 598 B (569 B, 2004):  Commercial Building Standard for Telecommunications 

Pathways and Spaces. 

G. ANSI/EIA/TIA 606 A (2002)  EIA/TIA J-STD 607A: Commercial Building Grounding and 

Bonding Requirements for Telecommunications”. 

H. ANSI/EIA/TIA 607 A:  Commercial Building Grounding and Bonding Requirements for 

Telecommunications, current edition. 

I. ANSI/EIA/TIA/TSB 95 Standards:  Minimum recommendations for the new channel 

parameters of Return Loss and Equal Level Far-End Crosstalk (ELFEXT). 

J. Building Industry Consulting Service International (BICSI) publications: 

1. Telecommunications Distribution Manual, current edition. 

2. LAN and Internetworking Design Manual, current edition. 

3. Telecommunications Wiring Installation Manual, current edition. 

K. NEMA VE 2:  Metal Cable Tray Installation Guidelines. 
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L. Underwriters Laboratories (UL) 1863:  Standard for Communications Circuit Accessories. 

1.5 SUBMITTALS 

A. Submit the following in accordance with the approved submittal schedule: 

1. Materials list of items proposed to be provided under the specification. 

2. Furnish catalog cuts, technical data, and descriptive literature on components.  Data shall 

be clearly marked and noted to identify specific ranges, model numbers, sizes, and other 

pertinent data. 

3. Design drawings shall indicate equipment locations, wiring and schematics, details, panel 

configurations, sizes and point-to-point wiring diagram of all circuits.  Design drawings 

shall indicate interfaces to equipment furnished by others, identifying numbers of wires, 

termination requirements, and other pertinent details.  Responsibility for each end of the 

network interfaces shall be clearly noted on all design drawings. 

4. Each submittal shall be bound and shall contain an index organized vertically by 

assembly and item number and horizontally by columns.  The first assembly shall be the 

major head end equipment.  The leftmost column shall be the item number; next shall be 

the description, followed by the applicable specification section number, and followed by 

the specified item, which is followed by the submitted item.  The rightmost column shall 

be for notes, which shall be used to reference the reason for submitting items other than 

as specified. 

1.6 QUALITY ASSURANCE 

A. The Contractor shall use adequate numbers of skilled workmen who are thoroughly trained and 

experienced on the necessary crafts and completely familiar with the specified methods and 

requirements needed for the proper performance of the work. 

B. The equipment installers shall be certified by the equipment Manufacturers. 

1.7 WARRANTY 

A. The Contractor shall furnish Manufacturer extended Component Product Warranty and 

Complete ANSI/EIA/TIA Compliant System Performance Guarantee for no less than 5 years, 

with additional performance criteria specified in this section. 

B. The Manufacturer, through the Contractor, shall warranty availability of spare parts common to 

proposed system for a period no less than that stipulated within the California Multiple Award 

Schedule (CMAS) terms and conditions.  If no time period is contractually stipulated, the 

Contractor shall provide a warranty of 3 years. 

C. The Contractor shall include in the Material List Submission, copies of the Manufacturers’ 

certifications that the Contractor is an authorized distributor of the Manufacturers’ products and 

has been adequately trained in the design, integration, configuration and installation of those 

products.  This applies to all fiber optic components, fiber optic cable, the cable connectors and 

termination of the fiber cable plant as it pertains to the network infrastructure.  The Contractor 

shall employ a Certified Fiber Optic Technician as recognized by the Fiber Optic Association 

for the termination and testing of the fiber optic cables. 
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1.8 TRAINING 

A. LAN Switching Equipment:  A minimum five-day training course shall be provided by a 

certified course instructor, no later than 30 days prior to the first equipment installation, for four 

designated persons from the Information Technology Department (IT).  The training shall be 

provided at the switch Manufacturer’s authorized training facility.  Training shall include a 

Computer Based Training (CBT) course covering an “Introduction to Switching Technology”.  

The CBT course CD shall be provided for student review prior to attending training classes. 

B. General Training:  The Contractor shall provide general operation and troubleshooting training 

of the completed system.  Training modules will consist of a combination of appropriate 

classroom and hands on training.  The training shall begin at least 30 days after the first school 

LAN is operational.  The District shall have the right to deliver, reuse and customize the 

Contractor provided training modules as long as the LAN equipment installed under this 

contract is in use. 

C. The Contractor shall provide classroom based training for the following: 

1. 10 people trained on the operation and maintenance of the hardware. 

2. 10 people trained on configuring and programming the LAN network. 

3. 25 people trained on general operation and troubleshooting of the LAN. 

4. 5 people trained in the use of the Network Administration software. 

5. 5 people trained in the use of the Asset Management software. 

D. Class instruction is to consist of intensive course work covering the following topics:  Product 

Features and Technical Specifications; Implementation and Design, Installation, Configuration 

and problem diagnosis.  The authorized training participants may also participate as observers in 

the network installation, configuration, and testing process as the network switching equipment 

is deployed at their school site. 

E. The District reserves the right to designate/substitute personnel as necessary. 

 

PART 2 - PRODUCTS 

2.1 EQUIPMENT STANDARDS 

A. Where applicable all components installed under this Contract shall be registered and listed by 

the Underwriters Laboratories (UL). 

B. All major managed switching equipment and components shall be of like products from a single 

Manufacturer except otherwise approved by the District. 

C. Equipment Requirements: 

1. In order to establish a standard of quality as required by the District, various 

Manufacturers’ equipment must meet the requirements in this document.  As a reference 

for comparison of vendors, the equipment specification sheets on all items must be 

included with the submitted bid and design. 

2. The District or its designated representative shall establish equivalency and compliance 

of product or components as specified in this specification. 
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D. Equipment Substitutions:  Equipment substitutions shall be pre-approved by the District prior to 

bid date.  The Contractor must show operation of equipment and compliance with functions and 

features specified herein.  Equipment substitutions that were not pre-approved prior to bid date 

shall be rejected.  In the event that no equipment is found to meet all the requirements specified 

herein, the equipment meeting the most requirements will be given preferential treatment during 

the selection process. 

E. Non-proprietary Implementation:  The District reserves the right to refuse or accept the use of 

any vendor’s network equipment which employs the use of a vendor proprietary protocol(s) or 

capabilities required to deliver an overall operational system.  Furthermore, the District reserves 

the right to refuse or accept the use of any vendor’s proprietary protocols or capabilities that 

would prohibit future network implementations that rely on current prevailing industry 

standards.  Unless approved by the District, the Contractor shall guarantee that the Contractor’s 

design and implementation precludes the use of any network equipment vendor proprietary 

protocols or capabilities required to either deliver an overall operational system or preclude 

future implementations that rely on prevailing industry standards. 

2.2 EQUIPMENT 

A. Core Switch (CS): 

1. The CS shall be a modular, rack-mountable, chassis-based switch with the number of 

slots as required by the site network configuration. 

2. The CS shall be a Layer 3 device. 

3. The CS shall be 10GB Capable. 

4. The CS shall have sufficient redundancy so that despite the failure of any single 

replaceable component, the Core Switch shall maintain its configuration information, the 

ability to enforce Virtual LANs (VLANs), filtering/forwarding policies, perform routing 

and shall support network management functions. 

5. The Core Switch shall be SNMP manageable, as well as shall provide RMON statistics. 

6. The CS shall be of sufficient size to accommodate and of appropriate functional design to 

support the following available modules regardless of whether all of these modules are 

required to be furnished at time of installation: 

a. Fiber optic based 10 Gigabit Ethernet Switch Modules with a minimum of four 

10GBase-LR ports. The number of such modules configured in the core switch 

should be sufficient to provide one port for each ES configured with a 10GBase-

LR uplink connection. 

b. A copper twisted-pair based Fast Ethernet Switch Module or Modules, as required, 

to provide a minimum of six auto-negotiating 10Base-T/10/100/1000Base-TX 

ports in the Core Switch for legacy network equipment such as new or existing 

file, directory, application, CD ROM and/or authentication servers or other 

network resources. 

c. Provide a minimum of 25% empty module slots with a blank cover for future 

expansion. 

d. The CS must be equipped with at least dual, redundant, load sharing, hot-

swappable, power supplies. 

e. The CS family must provide connectivity to legacy systems through an Ethernet 

Switch Module to adapt to a 10Base-T interface for connection into an auto-

negotiating 10Base-T/10/100/1000Base-TX module. 
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7. The Core Switch product line shall include modules that are compatible with specified 

uplink modules of corresponding data rates and media types for the provided Edge 

Switches. 

8. The Core Switch shall perform IP routing at a minimum using at least the following 

routing protocols:  BGP, OSPF, IGMP, DVMRP, PIM (dense mode and sparse mode), 

RIP and RIPv2. 

9. The Core Switch shall be able to interface to the Edge Switches and inter-operate with 

the same user-created VLANs as on the Edge Switches to include the capability for 

VLNAs to span across multiple Edge Switches connected to different ports on the Core 

Switch.  Further, the Core Switch shall support a minimum of sixteen VLANs and shall 

fully support IEEE 802.1q tagging functions and IEEE 802.1p quality of service 

functions. 

10. The Core Switch shall be user configurable to perform forwarding and filtering decisions 

based on protocols and applications to include Transmission Control Protocol (TCP) 

application ports and source/destination IP address filtering.  The forwarding and filtering 

decision abilities must be capable of enforcing policies on communications between 

different subnets or VLANs within the campus network as well as communications 

through the DWAN Connection or the Internet. 

11. The Core Switch’s performance must provide at a minimum:   

a. Provide a worst case switch throughput of no less than 100Gbps. 

b. No less than 10 million 64-byte packets per second throughput Layer 2 with any or 

all features enabled. 

c. No less than 6 million 64-byte packets per second throughput Multicast/Layer 3 

with any or all features enabled. 

d. Support prioritization and quality of service. 

B. Edge Switch (ES): 

1. The ES shall be a stackable, rack mountable Layer 2 switch. 

2. The ES shall be SNMP manageable as well as provided RMON statistics. 

3. The ES shall provide a minimum of 24 auto-negotiating 10Base-T/10/100/1000Base-TX 

ports each.  The uplink module options must include 10GBase-LR, 1000Base-LX and 

1000Base-SX. 

4. The ES furnished under this specification shall be supplied with 10GBase-LR, 1000Base-

SX and 1000Base-LX uplink module for connection to the Core Switch.  Only one of the 

10GBase-LR, 1000Base-SX or 1000Base-LX  ports per ES will be connected to the 

Building or Core Switch at time of installation, unless otherwise required. 

5. If the total number of assigned and spare ports in an ES exceeds 24, multiple uplink 

connections shall be provided from that ES so that the total number of ports using each 

uplink connection shall not exceed 24. 

a. Edge switches shall have 24 10/100/1000 ports and one 1000Mbps uplink. 

b. Edge switches located in libraries, labs and supporting administration areas shall 

have no more than 48 10/100/1000 ports and no less than one 1000Mbps uplink. 

6. In the event an additional Edge Switch is required to provide the auto-negotiating ports 

but is only using 25% or less of the available ports, the switch may use a 10GBase-SX 

uplink connection of another collocated switch to provide inter-switch connection to the 

Core Switch.  The District’s designated representative shall approve this connection. 

7. The Edge Switch shall be able to interface to the Core Switch and inter-operate with the 

same user-created VLANs as on the Edge Switches to include the capability for VLANs 
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to span across multiple Edge Switches connected to different ports on the Core Switch.  

Further, the Edge Switch shall support a minimum of sixteen VLANs and shall fully 

support IEEE 802.1q tagging functions and IEEE 802.1p quality of service functions. 

8. The Edge Switches’ performance must provide at a minimum: 

a. Provide a worst case switch throughput of no less than 1Gbps. 

b. No less than 2 million 64-byte packets per second throughput Layer 2 with any or 

all features enabled. 

c. No less than 3 million 64-byte packets per second throughput Multicast/Layer 3 

with any or all features enabled. 

d. Support prioritization and quality of service. 

C. Features: 

1. Full compatibility with IEEE 802.3 specifications. 

2. Supports and utilizes 802.1p and 802.1q protocols. 

3. Minimum of 24, 10/100/1000 Mbs, Auto-Sensing switch ports. 

4. LED’s indicating power, collision, full duplex, and auto-negotiation, link and port status 

– (for each port). 

5. In classrooms and designated offices, mount at location specified by District’s 

representative. 

6. All lockable housing keyed alike. 

 

PART 3 - EXECUTION 

3.1 EXECUTION AND INSTALLATION OF SWITCHES 

A. To ensure a timely proper installation that does not diminish the existing capabilities of any 

school and as precursor to the execution and Installation of any LAN equipment the Contractor 

must review the migration plan for each school with the District and the Architect. 

B. Core Switch(CS): 

1. The Core Switch constitutes the intelligent electronics portion of the hierarchical 

architecture upon which the system design is based. 

2. There is only one Core Switch per campus site and it is installed in the MDF. 

3. The CS is connected via fiber optic patch cords to the fiber optic panel in the MDF for 

connectivity to Edge Switches in the IDF or CDF Switches in classrooms and other 

locations. 

4. The CS is connected to the router via one of the copper ports. 

C. Edge Switch (ES): 

1. The Edge Switches are installed in the CDF or IDF and provide network connectivity to 

copper connections in the classroom via the copper patch panel. 

2. The Edge Switch connects to the fiber optic backbone via optic patch cords. 

D. Classroom Switch: 

1. The Classroom Switch is installed in the CDF cabinet in the classroom. 
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2. The Classroom Switch connects to the fiber optic backbone via fiber optic patch panel 

within the CDF using fiber optic patch cord. 

3. The Classroom Switch connects to the classroom network drop via copper patch cords. 

3.2 CERTIFICATION AND TESTING 

A. All switches shall be tested for proper installation (per manufactures’ recommendations) and 

configuration. 

B. All components will be tested using standards TCP/IP tests that collectively address network 

layer connectivity, IP packet path routing, and network performance.  These tests are to be 

conducted during normal operation and for each site individually.  Tests must meet or exceed 

ANSI/TIA/EIA/TSB95 standards. 

C. Internet Control and Message Protocol (ICMP) Ping Test.  This test verifies the network layer 

for connectivity by using Ether-type frame pings to reach IP target addresses and obtain or 

verify four results – the target IP address, the local media access control (MAC), the number of 

responses, and the response time.  Each test will be conducted from all areas to the Servers 

located in the MDF and from at least one connection per VLAN to at least one connection on all 

other VLANs, as required.  Each test includes two steps, if necessary: 

1. Obtain four results by performing an address resolution protocol (ARP) for the target IP 

address and by verifying the ping. 

2. Obtain four results by executing an ARP for the default router, then use the acquired 

MAC address to determine the IP address, send an ICMP echo request, and monitor for 

the ICMP reply. 

D. Trace Route/Path Discover:  This test determines the path IP packets follow and reports each 

router encountered in the path.  Testing elicits and ICMP Time – EXCEEDED response from 

each router encountered.  Each hop is tested three times to help identify changing routes. 

E. Configuration Test:  This test verifies that each new network wall connection port is 

operational.  Perform an ICMP ping from each port, ensuring each port has link light indicating 

port operability.  Any failures in any one port shall constitute the return of the failed equipment 

for new network equipment from the appropriate vendor.   

END OF SECTION 272123 
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